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Director’s Desk  

May represents a significant period in the  GS!  !lliant GW!� Program’s history/   
 

On May 1st, 2016 the !lliant GW!� celebrated its 7th  birthday in grand fashion by 
surpassing the $25 �illion  dollar mark in terms of Task Orders (TOs) awarded (total  
dollar value includes optgon periods on awarded TOs not yet exercised) with no   
indicators of slowing down (see artgcle on page 4 regarding DH! announcement)/    
 

!lso, the Office of Management and �udget (OM�) formally approved the  business  
case for !lliant 2 and !lliant 2 Small �usiness and also granted the  designatgon of 
GS! as the Executgve agent for the next generatgon !lliant GW!�s  statgng, “OM� 
appreciates GS!’s efforts to provide agencies with cost-effectgve access to a range  
of IT services and solutgons- OM� looks forward to its contgnued partnership with  
GS! and the use of these vehicles to reduce contract duplicatgon, improve contract 
value for taxpayers, and  strengthen small  business partgcipatgon in the federal marketplace”/  
 

With three (3) more years of ordering  period  stgll remaining on the !lliant GW!�, combined with the ability to  
contgnue task order work performance under the current !lliant GW!� through 2024, federal agency custom-
ers can contgnue  leveraging the  !lliant GW!� program to obtain the most cost effectgve informatgon technolo-
gy (IT) solutgons to meet their respectgve agency mission critgcal IT service needs from “world class”  service  
providers (see chart on  page 3)/  !dditgonally, the pending formal  release of the official !lliant 2 / !lliant 2 
Small �usiness solicitatgons this June will  lay the foundatgon for addressing critgcal IT Solutgons well into the  
next generatgon/  
 

The end of May will mark a bittersweet transitgon as �hris Fornecker, our esteemed colleague and  Director of 
the GS! GW!� organizatgon since 2012, retgres after a remarkably successful military and civilian career in  
public service/  �hris  has, without questgon, been a tremendous leader and asset to GS! and the GW!�  
organizatgon and will be  deeply missed by all/  
 

�hris brought immense leadership qualitges to the  GS! GW!� organizatgon, playing a significant role   
improving the manner in which data analytgcs are leveraged  under the GW!� program/ This led to new   
innovatgve developments such as the GW!� Prices Paid portal, the GW!� Dashboard, improved forecastgng   
models, greater data integrity in  GS! operatgng systems, program migratgon towards category management, 
and most importantly, building upon the successful GS! GW!� culture of innovatgon, collaboratgon, transpar-
ency, and excellence/  
 

Page 8 has a wonderful letter presented by Roger Waldron, President of the �oalitgon for Government  
Procurement that nicely captures �hris’ contributgons to the federal acquisitgon community/  
 

�hris first joined GS! in December 2000 when he was selected as GS!’s first �hief Technology Officer (�TO)/  
�hris was commissioned as a U/S/ !rmy Signal Officer in 1972 from West Point/  He came to GS! from the   
Department of Defense (DOD), where  he served as !ssistant Deputy Under Secretary of Defense for !dvanced  
Systems and �oncepts while also  earning a master's  degree in electrical engineering from the University of 
Massachusetts/ �hris and  his  lovely wife Kathy have been married for 44 years and have two children and one  
grandchild/  
 

!s sad as we all are to see �hris retgre and  enjoy life in its  next phase, we are equally happy for him to have 
more tgme to enjoy his passion for fly fishing and for the opportunity to have more quality tgme together with  
his family, enjoying life to its fullest/  Please join me  in thanking �hris for his service and for being a tremen-
dous Director of the  GS!  GW!� Program/                                                                                      

 - Casey  Kelley  

Casey Kelley, Director
 
Enterprise GWAC Division
 

Quote:  “The  best  way  to p redict t he  future…  is to i nvent i t “ - Alan  Kay  
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The Five Essential “C’s” of the GSA and Alliant Shared Interest Group 

(SIG) Partnership 

Working Together to Keep !lliant Strong 
By !lliant Shared Interest Group  

When the GS! GW!� Program awarded the !lliant GW!� to 59 Industry Partners in 2009, GS! wanted to foster the same type of 
government and industry working relatgonship established across a much smaller number of vendors on the predecessor GS! 
GW!� contracts. !NSWER and Millennia/  The !lliant Industry Partners (IPs) expressed the same interest, resultgng in the 
formatgon of the !lliant Shared Interest Group (SIG), which was developed to allow the free flow of ideas and to exchange 
informatgon directly with GS! !lliant representatgves/  The !lliant SIG was formed in 2009 and contgnues to foster a healthy 
informatgonal exchange between the !lliant IPs and GS! today on the important issues concerning the !lliant Program/  It provides 
industry representatgves with a voice to directly impact the success of the !lliant Program in a significant and meaningful way/ 

The !lliant SIG leadership includes representatgon from three specialized areas/ The areas are Program Management, �ontractgng, 
and Outreach, and offer focus as follows. 

 Program Management - Overall operatgon and management of the !lliant Program/ 

 Contracting - General and specific contractgng issues, modificatgons, and processes/ 

 Outreach - Outreach, partnership, and !lliant event planning/  

The SIG leadership assists in establishing several teams to address a variety of initgatgves/issues/topics deemed important to the 
!lliant IPs and GS!/ The SIG harnesses this wealth of knowledge and experience for the benefit of the !lliant program and for 
Federal Government customers in need of a comprehensive, flexible acquisitgon strategy to meet their diverse and ever-evolving 
Informatgon Technology (IT) service requirements/ 

Following the model of many successful teams, the !lliant SIG embodies the four essentgal “�’s” of partnership.  �haracter, 
�ompetency, �ommitment and �ollaboratgon/  With those four tenets as a guide, the !lliant SIG has become an engine for 
program growth and improvement/ The SIG meets regularly across a variety of venues including monthly meetgngs to discuss 
topics of mutual interest, quarterly special interest “lunch-and-learns” and training sessions, semi-annual Program Management 
Reviews (PMRs), and ad hoc project teams to address specific initgatgves/  Over the past several years, the !lliant SIG has collabo-
rated on several important, and market-relevant actgvitges such as. 

 �reatgon of data transparency processes, which provide !lliant IPs and GS! with accurate and accessible informatgon for all 
!lliant task order awards, and facilitate the practgce of pipeline data exchange between primes and the GS! !lliant PMO, 
FEDSIM and many GS! regions/ 

 Playing a key role with GS! and a multg-agency working group in the development of cloud migratgon services statements of 
objectgves (SOOs) templates to support two key presidentgal administratgon prioritges (�loud First and Data �enter �onsolida-
tgon) which help agencies realize cost savings quicker through increased efficiency, agility, and innovatgon, requiring less tgme 
to consolidate data centers and migrate to the cloud/ 

 !ssistgng with the development of a sample Statement of Work (SOW) for !gile Enterprise Services that addresses the growing 
need for !gile Development support within the Federal Government agencies and the ease with which !gile Enterprise 
requirements can be met through !lliant 

 Supportgng the development of an !lliant LinkedIn Group and page that is aligned to GS!’s overall social media strategy 

The result of examples such as these is government and industry working together to meet the needs of our Federal customers 
through !lliant by focusing on how best to achieve their mission goals/  ! bonus by-product -- and a fifth “�” found within truly 
great teams -- is the “�hemistry” that has developed among the !lliant IPs and GS!/ !lliant SIG members truly enjoy working 
together/ In fact, among those who both partner together at tgmes and compete against each other at other tgmes, it is not 
uncommon to see friendships established, mentors discovered, and collegial relatgonships forged/ 
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Issue 47 

The Five Essential “C’s” of the GSA and Alliant Shared Interest Group 

(SIG) Partnership - Continued 

!lliant remains available to support “!nything IT !nywhere” for its diverse customer base through !pril of 2019, with task order 
performance through 2024/  The !lliant SIG is committed to successful client outcomes throughout this entgre period of perfor-
mance – even after the sequel contract, !lliant 2, is awarded (see graphic below)/ There is no doubt that !lliant 2 will contgnue 
the traditgon and form its own SIG, and build upon the best practgces of the unique collaboratgon, commitment and chemistry of 
those who came before/ 
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Customer Engagement Division: Catalysts for Change  
 

By John Burchill, Office of  Strategic Programs, IT Subject Matter Expert  

The Federal !cquisitgon Service (F!S), Integrated Technology Services (ITS), and the !lliant Program Management 
Office (PMO) recognize the importance of matching the customer experience with expectatgons/ !s a result, the newly 
formed ITS �ustomer Engagement Division (�ED), led by Larry Hale, has spent a great amount of tgme listening to the 
voice of the customer/ Recognizing the individual and specific uniqueness of each government agency, the team is 
implementgng internal changes in an effort to match outcomes with expectatgons/ The seasoned customer facing team 
acknowledges the role internal competgtgon plays within ITS/ However, the team has noted how collaboratgon and 
communicatgon is not only better for the customer, but drives a healthier bottom line for all/ With the customer as the 
focal point, a new enterprise approach is taking form, and it seems to be working/ 

What is �ED trying to accomplish? Simply put, to create a consistent customer experience, recognizing that no two 
customers are alike, and that one size or solutgon does not fit all/ �onsistent positgve customer feedback doesn’t just 
happen by accident, it happens on purpose/ It is an outcome that occurs when everyone within ITS works together in 
harmony/ It happens when the customer never hears “NO” because a business line doesn’t have the solutgon/ Instead, 
the customer hears a consistent message that all of their needs can be met regardless of who provides it/ It also 
happens as a result of internal communicatgon, eliminatgng duplicate visits or conflictgng messages regarding the same 
requirement/ The new formula strives for loyalty rather than mere satgsfactgon/ How will �ED accomplish this? With 
training that requires “buy-in” and partgcipatgon from every employee within reach of customers/ The extensive train-
ing involves refining communicatgon and collaboratgon across business lines, matching uniquely desired outcomes, with 
precisely tailored solutgons/ 

How does this affect your company and how can you help? The answer can be found by examining the following story/ 
Recently, GS!’s F!S and the Defense Health !gency (DH!) entered into a strategic seven-year partnership for critgcal 
Health IT services and solutgons/ Through this partnership, DH! will direct new health IT procurements to GS! IT 
contracts, including IT Schedule 70 and the !lliant, !lliant Small �usiness, 8(a)ST!RS II, and VETS Governmentwide 
!cquisitgon �ontracts (GW!�s)/ !s DH! initgally set out to create their own Indefinite Delivery/Indefinite Quantgty 
(IDIQ) contract, they posted their business case describing their requirements on the Office of Management and �udg-
et’s M!X system/ In response, a cross-functgonal team set out to develop an agreement that will enable DH! to not 
only utglize GS!’s IT contracts, but will also provide DH! with additgonal acquisitgon expertgse, electronic tools for mar-
ket research, acquisitgon planning, and solicitatgon development and reportgng/ In additgon, the team has set out to add 
a Health IT Special Item Number (SIN) to Schedule 70 to help DH! reach qualified companies in the Health IT market/ 

This example highlights the possibilitges created by teamwork and what �ED hopes to accomplish/ That is, taking more 
tgme to listen to the customer, and responding in a way that leverages the strengths and expertgse of all stakeholders/ 
More simply stated- create more business for all of ITS, by creatgng a better solutgon/ The motto of !lliant is, and always 
will be, “!nything IT !nywhere”/ The �ED is not going to change that/ The team has spent numerous months learning 
the differences and similaritges between every uniquely positgoned solutgon under the ITS umbrella/ In the end, by 
listening to the beat of the customer and knowing the intricate details of each business line, the team brings new 
meaning to “The �est in Government Solutgon”/ 

To dive deeper and hear more on the official word, please visit Mary Davie’s blog post tgtled “GS!-DH! Health IT 
Partnership” http.//gsablogs/gsa/gov/gsablog/2016/02/04/gsa-dha-health-it-partnership/ 
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On February 5, in the spirit of data transparency, GSA went live with a public view of the Acquisition Gateway, giving 
non-government users access to a subset of what is available to federal government  employees. 
 

The Acquisition Gateway, built by GSA, helps federal government buyers from all agencies act as one acquisition  
community. Inside the Acquisition Gateway, users can find unbiased comparisons of government-wide acquisition  
solutions (not just GSA’s), connect with other acquisition professionals, and explore product and service category 
“hallways.” The hallways feature resources and tools to help acquisition professionals achieve successful outcomes at 
each step of the acquisition lifecycle. 
 
In balancing operational transparency with the protection of critical and private information, the Acquisition Gateway 
does not allow public access to features such as contracts, community feeds, past requests for cost and technical  
proposals, or any prices-paid data. Public visitors to the site will experience the same user-centric design as federal  
users and get an understanding of how the Acquisition Gateway intends to increase acquisition collaboration and  
efficiency. 
 
The Acquisition Gateway drives clearer understanding of the government’s needs and industry’s  capabilities, leading 
to better requirements and outcomes for everyone. Industry expertise informs the development of resources and  
advice in the Acquisition Gateway, helping to establish category strategies, consistent procurement practices, and 
shared expertise. 
 
To date, GSA has acquired more than 6,600 registered federal individual users of the Acquisition Gateway on its Office 
of  Management and Budget goal-driven path towards 10,000 by the end of fiscal 2016 and 12,000 by calendar year-
end. The more people who are on the Acquisition Gateway the better it becomes because its value is derived from 
bringing together the entire acquisition community and having a single place for the information and tools they need 
to help the government buy as one enterprise. 

GSA Opens Federal Acquisition Gateway for Public Access  
By  Laura Stanton, Assistant Commissioner of the Office of Strategy Management 
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Alliant  Staying Connected 

Tech Talk 

The Growing Threat 
By Richard Blake 

Who could have imagined as recently as 20 

years ago the technical dependency we all share 

as we buy directly from all over the world, 

exchanging personal informatgon, staying in 

touch with friends and family and carry technol-

ogy in our pocket that has more processing 

power than N!S! in 1969 when it placed two 

men on the moon/ Regretfully, we also may not 

have imagined the unceasing and growing 

threat of cybercrime/ 

�ybercrime and preventgon is definitely a growth industry with global losses – according to 

The �enter of Strategic and Economic Studies in 2014 – range from a worldwide low of 

$400 �illion to a high of $575 �illion annually/ Think about that for a second, even the 

more conservatgve estgmates are more than the natgonal income of most countries and 

governments! 

From the federalized point of view, the challenge is even more complex as we attempt to 

protect our digital assets from an ever changing cast of nefarious characters/ ! task further 

complicated by a need for public transparency and the advent of state sponsored cyber 

terrorism/ To help solve the federal challenge, the federal government and Silicon Valley 

are teaming up to combat the growing dangers of cyber issues – including cyber terrorism/ 

This was made clear when the Department of Homeland Security opened a new Silicon 

Valley office, when senior Pentagon officials traveled to Stanford University last year to 

forge partnerships with Silicon Valley firms, and when the !ir Force announced plans to 

create a permanent presence in Silicon Valley/ Recent news notwithstanding, partnerships 

with private, innovatgve firms is the key to at least arrestgng the problems of cybercrime 

and cybersecurity and a middle ground must be found that protects the natgon and 

preserves personal freedoms/ 

GS! and the !lliant family of contracts understands the challenge and will include 

provisions in future contracts to ensure our industry partners are on the same page and are 

as dedicated and vigilant to the issues facing government in the years ahead as they relate 

to this and other challenges identgfied in the digital landscape/ 

“Cybercrime 

and prevention 

is definitely a 

growth industry 

with global 

losses” 
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Issue 47 

Ransomware  as a Service  
By Paul Bowen  

Ransomware is malware which encrypts select file 
types, machines and even networks of machines and 
requires the payment of a ransom, usually in bitcoins, 
in order to receive a key to decrypt/ The ransomware 
usually has two deadlines, one deadline to pay a 
lower ransom amount, then a later second deadline 
where you can stgll buy the decryptgon key, but it will 
cost you more/ When you pass a certain date you 
are out of luck/ If you don’t have backups and you 
don’t pay the ransom, your files will be inaccessible/ 
The �yber Threat !lliance stated in their report 
Lucratgve Ransomware !ttacks. !nalysis of the 

�ryptoWall Version 3 Threat, that “When researching profits made by the group behind �W3, 

an estgmated $325 million dollars was discovered”/
	

There have been many ransomware variants over the last decade/ They are usually sent out
	
as a Zip attachment or link to a cloud file service in shotgun emails or as downloads from
	
compromised or complicit websites/ Targetgng was haphazard and messaging ham-fisted/ ! 

recent troubling development in the ransomware story is the emergence of Ransomware as a
	
Service, RaaS/
	

RaaS malware authors create user friendly automated packages that allow relatgvely unskilled 

agents to utglize the virus package and plug in details such as the ransom amount and dead-
lines/ These agents then infect targets they select with their ransomware version/ If a victgm
	
of their version pays, 10-20% of the ransom goes to the original malware author while the
	
agent receives the remainder/ 


RaaS effectgvely leverages social engineering and insider threat opportunitges that come with 

the agent/ !n agent utglizing a RaaS attack can set ransoms based on their knowledge of 

whom they intend to attack/ There have been several recent cases of hospitals being
	
subjected to ransomware attacks with ransoms in the tens of thousands of dollars, a figure no
	
individual user would pay but potentgally appealing to an organizatgon which must balance the 

cost of paying against downtgme and the cost of restoratgon, if they even have proper 

backups/ 


! RaaS agent can plant ransomware as an insider in locatgons which would never allow a zip
	
file by email/ ! RaaS agent can tailor emails they send based on their knowledge of their
	
targets/ No more shotgun emails with tgtles such as “claim your gift card” but instead ones 

such as 4th grade report cards for Smith Elementary School sent to a list of 4th grade par-
ents/ ! zip file attachment or link to a Dropbox file would be more likely to be opened by the 

4th grade parents who receive it/ These agents with their limited tech skills, may be unaware 

of how they can be caught which is something the RaaS providers count on/ �y engaging in a 

RaaS business model, the risk of being caught is largely transferred to the agent while the 

likelihood of successful infectgons increases/ Viewed as a criminal business, the author’s 20% 

cut of a greater number of infectgons is attractgve/
	

“There have been 

many 

ransomware 

variants over the 

last decade” 
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Chris Fornecker, Director of GWACs Retiring 

 

 

 

 

 

 

 

 

 

 
April 13, 2016  

 

 
Christopher Fornecker  

Director, Government-wide Acquisition Contracts  

General Services Administration  

1800 F Street NW  

Washington, DC 20405  
 

Dear Chris,  
 

 On behalf of the member firms of The Coalition for Government Procurement (Coalition), 

thank you for your public service. In particular, the Coalition appreciates your leadership supporting 

excellence in the General Services Administration (GSA) Federal Acquisition Service. We thank you 

and we wish you the best as you retire from Federal service.  
 

 Open communication between federal acquisition officials at GSA and industry is paramount 

to supporting the mission-critical needs of agencies across the Government. Our members sincerely 

appreciate your commitment to this "Myth-busters" dialogue throughout your career. Your leadership 

in this area has led to best value outcomes for taxpayers across GSA's Government-wide Acquisition 

Contracts (GWACs)-Alliant, Alliant Small Business, 8(a) STARS II, and VETS. We also thank you 

for your service and contribution to innovation as GSA's first Chief Technology Officer.  
 

 As both a veteran and a distinguished civil servant, you embody the best in the spirit of public 

service that our nation is so blessed to have. We are confident that your accomplishments and legacy 

of openness and innovative thinking will continue to inform policy and operations at GSA long after 

your departure. We wish you the very best in your future endeavors.  
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Year  4 - “CPARS  Quality and Narrative  Writing” Going Strong  
By Mimi Bruce  

The !lliant GW!� Enterprise !cquisitgon Staff entered its 4th year of hostgng the “�P!RS Quality and Narratgve 
Writgng” webinar/ This webinar, which is hosted by GS! and taught by N!VSE! Instructors, will be offered 3 tgmes in 
�alendar Year 2016/ !lthough this class is also offered directly by N!VSE! these customized sessions are specifically 
developed for the GW!� Ordering �ontractgng Officers and their acquisitgon and program staff with emphasis on 
!lliant and !lliant Small �usiness Task Order performance assessments/ Our first class was scheduled on January 26, 
2016, and registered 141 in attendance/ The feedback was positgve with the following confirmatory testgmonial. 

“I wanted to thank you for this well scripted, timely training. I had to complete my CP!RS Evaluation today 
on one of my major contracts. I was able to use what I learned along with the power point presentation to 
complete my evaluation. Like you said the evaluation really writes itself if you make sure you keep all the 
proper documentation. My Contracting Officer loves it! !gain, thank so much. “ 

Program Support Manager
	
OSH!, Cincinnati Technical Center
	

�ontractgng Officers may utglize the following site to register for the remaining two sessions. 

https.//cpars/cpars/gov/webtrain/app/courseschedule_input/actgon?courseId=7&type=OL 
 March 29, 2016. 10.00 a/m/ PDT- 12.00 p/m/ PDT/ 1.00 p/m/ EST - 3.00 p/m/ EST
	
 May 24, 2016. 10.00 a/m/ PDT - 12.00 p/m/ PDT/ 1.00 p/m/ EST - 3.00 p/m/ EST
	

You can inquire about future classes by emailing the Director of �ontract Support Mimi �ruce at mimi/bruce@gsa/gov/ 

Alliant STATs
 

Top Ten Agencies Using Alliant Overall Estimated Value 

Department of the Air Force $3.64 B 

Department of the Army $3.60 B 

Department of Homeland Security $3.05 B 

Department of State $2.61 B 

Department of the Navy $1.41 B 

General Services Administration $1.40 B 

Department of Justice $1.22 B 

Department of Agriculture $1.09 B 

Defense Manpower Data Center $712 M 

Department of Human and Health Services $658 M 
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PROGRAM  

 

Casey Kelley  

Director  

(858) 414-8982  

casey.kelley@gsa.gov  
 

Jim Lilac  

Sr. Business Mgmt Spec/Alliant Program Mgr  
(858) 750-8416  

James.lilac@gsa.gov  
 

Richard Blake  

IT Technologist  

(858) 210-9077  

richard.blake@gsa.gov  
 

Paul Bowen  

IT Technologist  

(617) 913-3523  

Paul.bowen@gsa.gov  
 

Omar Saeb  

Sr. Business Management Specialist  

(619) 578-4722  

omar.saeb@gsa.gov  
 

Jennifer Jeans  

Business Management Specialist  

(858) 442-9509  

jennifer.jeans@gsa.gov  
 

Anjanette Magante  

Sr. Program Analyst  

(858) 243-8007  

anjanette.magante@gsa.gov  
 

Tiffany Worthington  

Program Analyst  

(858) 414-7057  

tiffany.worthington@gsa.gov  
 

Jewell Anderson  

Program Analyst  

(619) 548-8961  

jewell.anderson@gsa.gov  

CONTRACTING  
 

Paul Martin  

Contracts Branch Chief  

(619) 696-2899  

paul.martin@gsa.gov  
 

Mimi Bruce  

Client Support Director  

(925) 735-1641  

mimi.bruce@gsa.gov  
 

John Cavadias  

Senior Contracting Officer  

(619) 696-2856  

john.cavadias@gsa.gov  
 

Jason Schmitt  

Alliant Contracting Officer  

(619) 696-2861  

jason.schmitt@gsa.gov  
 

Diemle Phan  

Senior Contracting Officer  

(202) 219-1272  

diemle.phan@gsa.gov  
 

Robert Sheehan  

Millennia Lite and ITOP II Contracting Officer  

(619) 696-2857  

robert.sheehan@gsa.gov  

 
WEBSITES   

 
 

  Alliant  GWAC:   gsa.gov/alliant  
 

  Alliant  2 GWAC:  gsa.gov/alliant2  
 

  GWAC Dashboards:  gsa.gov/gwacdashboards  
 

  Alliant  and Alliant  Small  Business  Prices  Paid Tool:   

StrategicSourcing.gov/prices-paid-tool  
 

  LinkedIn Group: -GSA  Alliant  GWAC Ce nter  for 

Collaboration:   https://www.linkedin.com/ 

groups/7014146  

http:https://www.linkedin.com
mailto:robert.sheehan@gsa.gov
mailto:diemle.phan@gsa.gov
mailto:jason.schmitt@gsa.gov
mailto:john.cavadias@gsa.gov
mailto:mimi.bruce@gsa.gov
mailto:paul.martin@gsa.gov

	EGC Newsletter FINAL 5-2016 
	EGC Newsletter FINAL 5-2016
	EGC Newsletter Page 8. from JJ

	EGC Newsletter FINAL 5-2016 - Page 5



